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The FACE Conformance Verification Matrix in Practice

Executive Summary

The FACE TechnicaBtandard, the Conformance Verification Matrix (CVM), and surrounding documents provide
detailed requirements and verification guidance to guide software suppliers through the conformance process. This
paperfurtheraids practitioners through the procesgdxploring scenarios and practices when working with the CVM. It
alsodetails how the FACE CVM can be represented within a verification management framework to establish
traceability to conformage artifacts and testS he papertienexamines the FACEonformance Test Suiles

configuration, regression, and artifact management, and hew#y be aggregated with conformance artifacts to
provide a complete view of conformance. Various approaches to planning for FACE adoption, managing traceability
andreporting are explored to provide the readih some insight into costs and benefits to facilitate adoption of the
standard.

Topics such as utilizing coding standards and incorporating conformance activities into the development timeline are
discussed tbetter leverage existing processes to ease adoption and manage risks. Practical approaches to viewing and
reviewing relationships across the CVM and its verification activities are provided to address challenges associated with
day to day conformance tagties.
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The FACE Conformance Verification Matrix in Practice
Working with the FACE Conformance Verification Matrix

Overview of the FACE Conformance Verification Matrix :

The FACEConformanceVerification Matrix (CVM) captures the FACE Technical Standard within a spreadsheet
and provides guidance on haach requirement in the technical standarexpectedo achieve conformance. Each
element of the FACE Technical Stand@adjranulized witn the spreadsheet for categorization. These elements
are therexamined to determine whether orttedyarea r equi rement (Y), heading
requi r e ifrggare 19 Ofricdlthis exercise has been completed, the FACE CVM TechWmding Group
(TWG) reviews this data and assigns speaificification methods), either test or inspectioor both and

recommends conformance artifacts that should be submitted to show that the requirements are in fact verified.

Verification

Needed SFACE ¢ the FACE Reference Architecture Edition 2.1
(Y/N/H/F) egmen Identifying the
I0SS 6. S associated FACE device driver interfaces for interaction with the device when required.
v segment(s)
I0SS 7. The IO Services components shall preserve message payload data sequencing.
Y
Note: PSS5 components may possess the ability to resequence the messages based on the ICD of the corresponding platform
H 333 'O Service Management Capability Requirements
N The T'O Services Management capability could be implemented as a centralized function or within individual /O services.
v I0SS Service Management capability for Initialization of the I/O Devices.
Identifying rows in
the CVM as

requirements

Figure 1 Excerpt from the&ConformanceVerification Matrix
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Figure 2: FACE ReferencArchitecure

Each requirement references one or more segments within the FACE Reference Arcliffigatar2) which
promotes separation of concerns and reusable software components. As a result, each requirement within the CVM
may refer to one or more segments from the FARBEerenceArchitecture.
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The FACE Conformance Verification Matrix in Practice

Conformance  SW Supplier

Verification Artifacts Artifact . . _ Conditional
Method (DID or Cross- Verification Notes Regs
| equivalent) ~| Reference ~ - -
Inspection SAD The API requirements are
SDD described in Appendix A
and are tested separately.
Inspection zgg Security Profile
Inspection :gﬁ Safety Profile
Inspection SAD General Purpose
SDD Profile
Inspection SAD This is a functional
SDD requirement of the
operating system.
Test Test Suite Test suite can test C/C++
Inspection SAD run-time libraries. Language Run-
SDD Inspection is necessary for fime
Ada or Java run-time
libraries.
Test Test Suite

Figure 3: Excerpt from the FACEonformancé/erification Matrix

In addition to verification method and conformance artifacts, the CVM specifies fields suehifasation Notes
andConditionalRequirementgfigure 3) Verification notes containommentarythat aic in understanding the
impact of the requirements text on conformance and may provide verification guidance. The conditional
requirementsnaydenote that the requirement is conditional upon the design of the Unit of Conformances(UoC)
theassoa@ted profile (Security, Safety, General Purpose).etc
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The FACE Conformance Verification Matrix in Practice

FACE CVM Verification Challenges

Whenworking toward$=ACE conformancemost software suppliers will find that the FACE CVM, accompanying
documents, and infrastructure, provides a reasonable amount of detailed guidance and meichfacititate

conformance related activitie§Some suppliers are content working within €M spreadsheet, while others

prefer to import the spreadsheet into existing tools, such as test, requirements, or application lifecycle management
solutions. These systems may already be in place for development and verification of functional retguiremen
Additionally, suppliers may have mature processes already in place to meet functional safety and air worthiness
standards such as DXOY8B/C, MIL STD 882E, Joint Software System Safety Engineering Handbook and others

Incorporating the CVM into eximg lifecycle traceability data, does pose some challenges that can be overcome by
addressing some basic limitations typical to a spreadsheet environment. To begin with, the C¥iiM plosgde

any type of identifiers associated with each requiremén. the verification front, the scope of traceability to
verification artifacts (e. SRS, SDD, etfis notalways clear. The level of detail will often vary depending on scope
of the requirement as it pertains to a Uart its desigrand how the verification artifact document(s) aréten

and granulized. Also, the FAGEonformance Test Suite needed to verify a large number of requiremestha
testsuite results are aggregateahd onlyreturn an overall pa#sail result At a glance it is difficult to tell which

specific CVM requirements failed against a particular test suite run as the reporting is focusecbanpttesl

objectfilest hat are or arenét conformant.

Some of these concerns have resulted in significant debdtew CVM verification should bapproached.
Although there have been a few different approaches, the final set of conformance artifacts and test suite results are
typically quite similar and provide the necessary level of detail for verification atigsdo confirm conformance.
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The FACE Conformance Verification Matrix in Practice

Overview and Useof the LDRA tool suitein Examples

LDRA Technology Inc. ppvidessoftware testing and analysislutions TheLDRA tool suite is often used to meet

software functional safeffy.e. DO178B/C)andsecurity standards.e. CERT, CWE)often on embedded devices

usingvarying tool chains ansllicon. Capabilities under static analysis include, coding standards adherence, quality
metrics, code visualizatioanddata and control flow analysis. Dynanaigalysis capabilities include structural
coverageanalysis automated unit testingnddynamic data flow coveragdn addition to source code analysis and

test, LDRAG6s TBmanager is a traceability,aggvegates f i cati on
verification artifacts to meet various standards.

In this paper, the FACE Technic&landard is instantiated within TBmanagexd perspectives within TBmanager
are used to illustrate scenarioBheexample application, tunnel lighting syste, is usedto demonstrate various-V
model scenariognd its artifacts are referenced within examplEough thisapplication does not conform to the
FACE standardits associated requirements, source code, and tests provide context for discussion.

Requirements Verification LDRA Verification

Traceability Workflow + Coding Standards

* Requirements * Process Unification and * Unit Testing
traceability Enforcement * Code Coverage
* Impact Analysis * Verification Workflow * Quality Metrics
= Traceability Matrix Management * Target Integration
* Import/Export * Test Automation * Data/Control Flow
* Report Generation + Objective Fulfillment
* Audit trail

Figure 3.1: LDRA tool suite capabilities

Www.opengroup.org A US Army Aviation FACEE TI M Paper 8



The FACE Conformance Verification Matrix in Practice

Managing Traceability to Results andArtifacts:

In the following version of the CVM spreadshé@gure 4) uniqueidentifiers have been added for each requirement
in the FACE CVM. The variousolumns, including FACE Segment, the requirement text, verification method, and
others, are then imported into LDRAG6s TBmanager

A B C D E F G H 1
FACE Requirement ID ' E"ﬁ(‘;?j;‘f’;;_f S0 FACE Scgmene  TochuicalSandand for the BACE RERIEN v erification Method CE’;;';""::Z:::::;“
0SS 1. The OSS shall provide support for partition. Inspection SAD
process, thread. and memory management SDD
|dentifier's for functionalities in accordance with defined FACE

FACE_0001 profiles.
e.ac h 0SS a. FACE Security Operating System interfaces  Inspection SAD
FACE 0002 requirement shall support both ARINC 653 and POSIX in SDD
0SS b. FACE Safety Operating System interfaces Inspection SAD
FACE_0003 shall support POSIX and ARINC 653 in SDD
v 0S8 c. FACE General-Purpose Operating System Inspection SAD
FACE_0004 interfaces shall support POSIX and ARINC 653 in SDD
0SS 2. The operating system shall execute within the  Inspection SAD
Y 088, SDD

FACE_0005

Figure 4: FACE CVM with identifierseadyfor parsing into TBmanager

Once the CVM itself has been instantiatéithin TBmanage(figure 5), the next step is to identify an approach to
implement the verification method column. The CVM gives the supplier three different types of verification
methods, inspection, test, or both.

(LY LDRA TBmanager9.5.2 © 2015 LDRA Ltd - FACE_TBM_2.tbp =2EcE|
Project Source Configure View WebsiteLinks Reports  Help

== @ % iE e & Rk B> e & @ % £ D[ [
N Requirement Grid
Mumber  FACE Segment Body Verification Method  Confarmance Artifsct  Verification Notes Conditional Regs
B |Eiaciontoss 1. The G55 shall provide support for partition, process, thresd, and memo.. Inspection SAD, 50D The APl requirements are described in App..
[ | B rAcEoN2 o5 2. FACE Security Opersting System interfaces shall support both ARING 65... Inspection SAD, SDD Security Profile
I FACEO003 055 b. FACE Safety Operating System interfaces shall support POSIX and ARIN... Inspection 54D, SDD Safety Profile
@ | Bmcum  os c. FACE General-Purpose Operating System interfaces shall support POSIX .. Inspection SAD, SDD General Purpose Profile
[ FACE 0005 055 2. The opersting system shall execute within the 0SS, Inspection SAD, SDD This is a functional requirement of the ope...
o ||BdFACEO006 055 3.T the 055 includes a lsnguage run-time (e.g, C, v+, Java, snd/or Ada).. Test Inspection  Test Suite, SAD, SDD Test suite can test C/Cs+ run-time libraries... Lsngusge Run-time
. 4. The Operating System shall support the execution of a language run-time
N =
[ || FACEDOO7 0SS through the OS interface (.g., C, G+, Java, and/or Ads) when required b, 1€ Test Suite

FACE_0008 055 5.1 the 0SS includes a framework (e.g., 05Gi), it shall provide the framew... Inspection SAD, SDD Java Framework must be inspected Framework

[

& | 6. The Operating System shall support the execution of a framework
. ||w FACE Q009 0SS thmughzhe 05 miafece [ 0553 when required by the system.Note: T, 1= Test Suite
= Earaceooe  oss 7.¥ the FACE programming langusge run-time a5 defined in Section 312, Inspection SAD, SDD Language Run-time
S FACEOL 0SS 8. The 0SS shall support the allocstion of partitions for FACE segments, gr... Inspection 54D, SDD This s a functional requirement of the ope... Partitioning
B FACEO012 055 9. The 0SS shall support per-partition access control based on configurati.. Inspection SAD, SDD This is a functional requirement of the ope.. Partitioning
B |&raceooz  oss 10, The Operating System shall support ARINC 653 defined configuration . Inspection SAD, SDD This is a functional requirement of the ope...
= 11, The OSS shall ahways support the following configuration categories:
o a. 0S-level health monitering Thisis an introductory statement and the

Figure 5: CVM perspective within the TBmanager requirements grid
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The FACE Conformance Verification Matrix in Practice

The term Atest o i n tCondormanédMlest BuiteEhis sest sude istctnégurédAvithEa
configuration utilitythat is provided with the test suite. A configuration file is saf@ébr a given segment with
appropriate compileffigure 6) object files, data model and other settings.

74 FACE Conformance TestSuite e == (EEcntormancleay
ConformanceTest
FACE Conformance Test Suite o
Supporting FACE Standard Version 2.1 3'pssConfig’
Tool Version: Version 2.1.2 p? . .
Ne configuration file selected (JTEStCGSfJQJIEEJDS
SegmentConfig
. __| Config_I05.cf D3
Configure Test Suite e (s
S'testCodeFile’
Po
Test All Segments (aps
Configuring the Test Suite sS'errors’
p7
Test Data Model t1pe

Figure 6 FACE Conformance Test Suite configuration

With the configuration file in placas the metadata to execute the test suitb@object files under test, it can be
executed from the command | ine. The command | ine
TBmanageto facilitate accessExternal tasks allow for execution of external applications or scripts and peovide
mechanism of capturing result#As there may be multiple segments to check for conformangkiple .cfg files

can be created arnidvoked per segment or any other test suite setffigse 7) The external tasks can then be
mapped to individual tésases that can lieked to the appropriate FACE requirements.

L. Manage External Programs

Name Program Opens Cormmand Line
= s(Cmd) bat, sh /C "S(Filepath)”
S{Cmd) JC " \FACE\testSuiteWrapper.bat" "\FACE\FACECenformanceTestSuite-2.1.2% configFiles\ Config_T55.cfg”
$(Cmd) JC " AFACE\testSuiteWrapperbat” "\FACE\FACECenformanceTestbuite-2.1.2\configFiles\ Cenfig_IO5.cfg”
S{Cmd) /C"AFACE\testSuiteWrapperbat” " \FACE\FACEConformanceTestSuite-2.1.2\configFiles\ Config_055.cfg"
${Cmd) JC"AFACE\testSuiteWrapperbat" " \FACEConformanceTestSuite-21.2\configFiles\ Config_P55.cfg”

Command Line

Test Suite TS5 Conformance
Test Suite I0S Conformance
Test Suite 055 Conformance
Test Suite PS5 Cenformance

Test Suite PCS Conformance $(Cmd) JC "AFACEtestSuiteWrapperbat” ".\FAI

LDRA TBbrowse S(TBeddir\t... tcf "§(Filepath)" .

LDRA GLH Information §(TBeddir\g... glh “S{Filepath)” Invoking the FACE
TBmanager Internal $(Thmintern... tbmspec "S(Filepath)” Conformance test suite from
PDF at Page S(PdfReader] pdf@section /4 "page=5(Section)" "S(Filepath)"

Remote PDF at Page S(DefaultBro... pdf@section "$(Filepath)}#page=5(5ection)” TBmanager

HTML at Anchor Z| $(DefaultBro.. htm@section, html@... "file:///S(Filepath)#5(5ection)”

Figure 7: TBmanager external tasks configuration to invoke the FACE Conformance Test Suite

WWW.opengroup.org A US Army Aviation FACEE TI M Paper 10
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The FACE Conformance Verification Matrix in Practice

FACE_0033 Requirement
« [ 75,002 FACE Conformance Test Suite Test Case
4 3 Batch Log File fulfilied by 1 item

batchlog b
4 ¥ Configuration File fulfilled by 1 tem
105.cfg

¢ Report fulfilled by 1 item

Relationships 5 X

: der
' - (0) Item to Mappings WitemtoTcl @ | £
est Case

Placeholder <|[>|[-][ select |[None =] (4) Any Ttem <|[5|[-|[ select [[Fiter +| (1) Tex
[/ select ione ~] <=l [Fier -]

Placeholder
Pla

=1 FACE 0033 [ 75.002: FACE Conformance Test Suite
[Z! FACE 0035
5 FACE 0036
[Z1 FACE 0060

Figure 8: Views within TBmanager illustrating FACE requirememgst suite, and conformance artifact
relationships

In this case we can see that thst suitds required to verify four requirements which map to the IOSS segment. In
three of these cases, the test suite is all that is required for verificationfA@te requirement. In one of these
cases, additional inspection is required for verification

In the figure above FACE033, FACE_0035, and FACE_0036 require only the test suite conformance report to
pass. FACEO0036 however requires inspection of the S&fal SDD in addition to passing results from the test
suite to ensure conformance. The next question of course is, how does ondglgqpijormance artifacts ¢éhe

right granularity of traceability to properly document conformance?

Linking to ConformanceArtifacts:

This was one of many important points of discussion in the CVM TWG. Should the relevant identifiers and text for

each artifact be associated with each requirement? Should the entire document be supplied? Should some analysis

text beprovided? After some discussion, it was concluded that the entire document should be supplied to provide

context. References to the appropriate sections/identifiers within a conformance artifact document should be

provided along with documentation debang how inspection of referenced portions verify a given FACE

requirement. In the figure belaffigure 9) the view on the left contains a list of all the FACE requirements with
associated fAplacehol der so r e g uboththedconfoomarfcauartifagtbe fesut on f or ma |
andthereports from the execution of the test suite. The placeholder list is generated from parsing the FACE CVM

and resuliin dependencies that require all the placeholders to be fulfilled before the rezptican be verified.

WWW.opengroup.org A US Army Aviation FACEE TI M Paper 11



The FACE Conformance Verification Matrix in Practice

Mapping and linking each conformance artifact and reference to each FACE CVM requirement requires significant
time and effort. This effort can tsgnificantly reducedising the LDRA tool suite. le generated placeholders

provide a way of simply associating all SAD placeholders with the software architecture desdoptiarent

With a few simple operations the relevant conformance artifacts, typically around ten or less can be mapped to the
appropriate requirements. Bhof course daenotreduce the analysis effort required to inspesath document and

its elements to ensure verificatidut does dramatically reduce the traceabibtgrhead.

(4 LDRA TBmanager 9.5.2 © 2015 LDRA Ltd - FACE_TBM_2.tbp
Project Source Configure View Websitelinks Reports  Help

EEOEE& B R &R0 HAD k) L @& R LD

’ Project Tree & X Saatchbox & X Documents
Project Tree ~| | orignal £ ‘ [+] | [ .2l Add Exteral Document... | (5] add web Link... | [ %) Add standards Resources.
B || b € Objectives (/81 Fulfilled) =| |s711tems [+] File
4 {@ Requi (3/447 Verified) I T —
('] " FACE 0001 L4 Tunnel_PM_associated_distributable.tbmspec
- [ FACE 0002 [53)(3) () (] [srowonly_ = Juhere[tcem v Jcontains ~ (2B sa0 L Lemptypedtdt
] B | main.tcf
5 FACE 0003 Item Type 0 i
o . 4 FACE pood . Yp L Mountings.tcf
[l FACE 0005 ] SAD Document or Reference fuffilled by 1 item Placeholde ) System_Datetcf
& ) E: EACE 0008 4 SAD Document or Reference fulfilled by 1 item Placeholde ] Cellac
) E: EACE 0007 i SAD Document or Reference fulfilled by 1 item Placeholde [ Cpp_tunnel _lighting_system tcf
=] ) E: EACE 0 ] SAD Document or Reference fuffilled by 1 item Placeholde 17 Lighting_controller_SYS_Reqsalsc
. ) E:‘ FACE 0000 ] SAD Document or Reference fuffilled by 1 item Placeholde 1% Lighting_controller_SW_LL Rsxlsic
-2 ) E: FACE 0010 i SAD Decument or Reference fulfilled by 1 item Placeholde [ Lempicf
S : E: FACE oL ] SAD Document or Reference fuffilled by 1 item Placeholde " Datainitcf
. E: EXeEong] 4 SAD Document or Reference fulfilled by 1 item eholde 17 Lighting_controller SW_HLRs.xlsx
» = - Lsann. b Lt e 12 STR.doex
= 4 [ REF_019: Documention of conformance in SAD & o
o i SAD Document or Reference ulfiled by 1 i Associate SAD with all software gL ;:Eddm
B2 SAD.doox ; it o
architecture description placeholders 182 RS.doox
> [@ REF_020: Documention of conformance in SDD 1 Do
>[4 FACE.0012 ] 50
& B tace oo |H ] SAD Dacument or Reference fuffilled by 1 item 4 olde 182 1D docx

Figure 9: Mapping conformance artifacts to FACE requirements
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u LDRA TBmanager9.52 © 2015 LDRA Ltd - FACE_TBM_2.tbp
Project | Source Configure View WebsiteLinks Reports Help

EE oHE & % bahEs dkKe]) 0 @ & &% 4L O B
N Scratchbox & x
original 3 | Newscawhbox [ [ B | Selssoranps £
& AR = — —_ —
|2 1tems B]|B]orens BB 1ems B[ B)11ems B[ B]11tems @) ttem to Mapprgs (1m0 TC B | (2) Two-tevel Aequremments & Mappings (+]
8 || xem h Tem Ttem Ttem Tem <ll>|- [ seect [Mene ~| (1) Any Item (<|l>)[-] select [Fiter ~ (s)TCT
5 HLR 0115, Cleanliness efficie. T LLR 0400, System Data Set D] & int TunnelData:Lampattribute] [ TCL5500: Verify thet TunnelD| @ Cpp_tur [ FACE1S8 1o of conformance in SO0
5] J& HLR_0110, Cleanliness Facto mance in SRS
inSTR
& STR
g
) SRS, SDD, Code, Test Case and Results -
& Requrement Body ]
. ‘ L P | YT e p—
& wisge festir s0/EC
Traces tc rammng Lang:
b | s of the pragma dre
<[ v« v« None
‘ = = = | Conformance
— — — — Artifacts L
“ Requirement Grid =
[ Show 2 Filters i SN
& Number FACE Segment Body Verification d  Conformance Attifact  Verification Note:
For the C++ programming language, this shall comprise:
&) 1, Programming language features described in 1S0/IEC 14882:2003: Ib‘; = ‘”t;”d“t
i raceows  PCS TS PSSSIOSS,  Programming Languages ? Cx-+. with the following exceptions: B — Test Suite, SDD, SRS, STR. i EEF‘ ‘E:h
& |- - 0ss a. Component use of the pragma directive (ISO/IEC 14882:2003, Section Silipapecios STR E”‘” i;’"a ng
168) ey
(<] b. Input/output library standard iostream objects (ISO/IEC 14882:2003, Sec.. end must be vert

Figure 10: Associating requirements, code, test, and results to be reviewed in aggregate in certain cases

One important point to understand regarding the traceability to the conformance artifacts, is that in some cases
documents may contain standalone content that can be inspected for verification. In other cases, associated elements
from multiple documents ost be aggregated and inspected in totality. For instance, a specifeviglwequirement,

its associated functions, and ldewel or unit tests, allows the requirement to be reviewed in conjunction with its
implementation, test case(s) and verificatiesultgfigure 10) The proper implementation and verification of a

functional requirement may need to be reviewed to verify a specific FACE requirement (i.e TiedRitcalStandard

version 2.1, requirement 3.8.3.4).

Once these standaloneamgregated elements and their relationships are inspected they can be docaloegted
with test suite results to verify a given requiremertat documentation should contain references to specific
locations within the conformance artifact as well theyvtttontributes to verifying a giveRACE requirement.

Test Suiteand Other Traceability Questions

The FACE Conformance Test Suiten be configuretb check for conformance against any segment. Once a
segment and perhaps a conditional requiremeselécted, the total number of requirements that are either partially
or compleely verified bythetest suitedrops dramatically, in most cases to less than twesfyirements However

as the results of the test suite are presesmedllist otest assrtions determining which of the associated
requirements have passed and the ones that have failed can be a challenge. As opinions vary on the level of
traceability granularity that is needed to perform the exercise, all options should be consideseddtalidishing a
traceability methodology.
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One school of thought is to consider this from the perspectitreedferificationAut hor i t wies OQOWIA) st
the entire test suiteonformance reportpasste or t h e s u p p et the cOnformdnceCrequiteraests, i t
inspection conformance artifacts asidéhis approach typically requires this portion of the conformance effort to be
both code centric and iterative. If this effort is left to the end of theyifde, when norconformant functional calls

are discovered, various other artifacts and development phases can be impacted. For instance, unit tests will require
regression and vetting, traceability to kbewel requirements and code will require rework, and subsequent test

reaults will require additional review. Structural coverage and coding standards reports also need to be reproduced
for corrected API callsThe downside of this approach is thathoughincreasinglygreater portions of source code

may pass theestsuited s a s saa indreimentaldncrease in passing requirememstieflected. Only when the

entire test suite results report shows the object files under test have passed, will the associated requirements be
passed. This is of course provided thatitispection verification component, if one exjstavepasseds well

This is primarily an issue for the developer as the VA is typically concerned if the entire UoC has passed.

L9 LDRA TBmanager 95.2 © 2015 LDRA Ltd - FACE_TBM 2.tbp 4 8] FACE_I055_Conformance [TC_7_u001]
Project Source Configure View Websitelinks Reports  Help 4[] Test Suite
BB EEE &g R BDn @ A D B LD e e % & 4 % DT: Test Suite Results for TC_7_u001 (Test Suite), FACE_IOSS_Cenformance

a
Requrement Grid e # Conformance Test Results fulfilled by lyjtem

> T ) - & ConformanceReport.html
PR p— — — £ TCI1_150: Testl Assertion: Bounded Sequence
& Show anly w where|T: v [[contains Ts_00t (11 i

\Ql\g/\g/[j\ e e e Jentane ][00 5. e [E TCI1_151: Test2 Assertion: Bounded Sequence R Associated FACE ant
-] Mumber  FACE Segment Body Veification Method  Conformance Arti ~ [E TCIL1_152: Test3 Assertion: Typedef FACE:MAX_MSG Requirements
o :E:(ﬁ l: i:ﬂm:? Pﬂy‘:ﬂ;‘mchw"‘*:"ﬂ” Cnfn V‘Mﬂ‘jg:;':f; byth Iz i:zuf [ TCL1.153: Testd Assertion: Typedef FACE:MESSAGE |

15 FACE 5 eader shall be through a fatform uite - . . >
o |Bmceow 1SS 2. ATSS component shall use the Operating System Interface, as defined .. Test Tect Suite. l-T‘ TCLL154: TestS Assertion: Enumeration FACE:BUS_TYPETs conrorman

Cceowr TS 7 S e e e D e e T3 Tt Suite [E7 TCI1_155: Testd Assertion: Enumeration FACEzIO_CONNECTION_STATUS_TYPE is conformant
& |5 Faceoug  Tss 13.1F2 TS5 component is implemented as a stand-alone executable, then .. Test, Inspection  Test Suite, SDD. [ TCI1_156: Test7 Assertion: Structure FACE:STATUS_TVPE:connection_status is conformant

o 2. The Distribution Capability shall provide the Transport Services Interface - X . 3 :
|y [ FACEDI20 TS 2 defined in Appendis ENote: The FACE_SPECIFIED. TYPE parameter in .« Test, Inspection Test Suite, SDD- LT' TCI 1 157: Test8 Assertion: Enumeration FACE:MES! TYPE is conformant

FACEOI21  TSS 3, FACE SPECIFIED_TYPE shall be replaced with a programming language-.. Test Test Suite [} TCL1 158: Testd Assertion: Enumeration FACEXCOMMA “Siggonformant

FACED0129  TSS 11, The Distribution Capability shall support a TS Type Abstraction when f., Test Test Suite [E? TCI1.159: Test10 Assertion: Enumeration FACE:A429

_41 FACE 0130 TSS - all implement the TS Type Abstraction Inter. Test Test Suite . 2 El TCI1_160; Testl1 Assertion: Enumeration FACE:ML! FACE COH fo rmance
Associated FACE — [E7 TCI1_161: Test12 Assertion: Enumeration FACE:M1 Test Suite Test
Requirements = [E? TC11 162 Test13 Assertion: Enumeration FACE::SER] .
Show erfiaton Tosks Sow Test Contaners [P TCLL163: Test1d Assertion: Constant FACE:DISCRE Assertions

Relationships B x [E7 TCI1_164: Test15 Assertion: Constant FACE:ANALOG )
&) [@menwvepng 0 | ieno1ci@ | @ oo Requrenens okepongs [ | @ | [E? TCI1 165 Testl6 Assertion: Typedef FACE:MESSAGE_ADDR_TYPE is conformant

[<]5)[-)[ select [[Fiter ] (102) Any 1tem (<] sect Jvore ~] sy 7ax [E7 TCI1_166: Test17 Assertion: Typedef FACE:INTERFACE_HANDLE_TYPE is conformant

P G e e getTesthssertions - Target: Test2 Assercion: Bounded Sequence FACE::CONFIGURATION FILE MAME is confomm
= | 5 Face 0105 (37 T5_002: FACE C Test Suitel
= | B4 FacE0107 (@ 75.002: FACE Conformance Test Suite I N S —

Becons B 75 008 FACE Confermance Tt Sute TSS getTesthssercions — Targer: Tescd Reserc MAX MSS_STZE TYPE s son

5 FACE 0118 (3 T5_005: FACE Conformance Test Suite

Configuration

5 FACE 0120
FACE 0121
FACE 0129
FACE 0130

E Test Assertion from
5 FACE 0160 h . | il
3 FACE 0163 the execution log file

5 FACE 0327 getTestAssertions - Targer: Tescs Assercid us_TYPE 13 gonformant
5 FACE 0335

Target:

- Target: Test!

Figure 11: Traceability oftest site tests to FACEequirements

In figure 11 (above left), in order for test case TS_001 to pass, all the source code for the TSS Segment must pass the test
suite results. Only when TS_O®A&ssociated test suite results completely pass does it change to a passed state and

verify its upsteam requirements. Conversely the figure on the (figgure 11) t he test suitebds 1 og
update more granular test ca@seach test assertiorThese individual test cases can be linked to indalid

requirements, oftea manyto-many elationshipand as each individual test case (or test assertion) is passed,

verification credit can be collected for the respective requirement(s).

Most suppliers are likely working towards-aiorthiness certification/compliance of some sort, and likellpwing
DO-178B/ Cbs pr oc els7s8eBs/.C6 s Umedt -¢bvel dEnGiremngnys are linkedto source code.
This approactorings up the question, should the FACE requirements themselves be mapped to sourc&liede?
seems quite natal & most-FACE requirements can quite naturally be associated with very spsaifice code
files and functions.

As with linking test assertions to requirements, linking FACE requirements to code, is not required or explicitly
recommended by the standard. Establishing and maintaining this level of traceability may provide more accurate
progress status, aid in reviemd analysis, ogven improve conformance workflovEach program and project must
assess the benefits and costs associated with their traceability investment to determastpfoductiveapproach

WWW.opengroup.org A US Army Aviation FACEE TI M Paper 14



The FACE Conformance Verification Matrix in Practice

Utilizing Coding Standards and Static Analysis

Automating coding standards checking has become commonplaz@dionbenf reasons. Not only does this
automate a time consuming objective of DZBB/C and similar standardsut it improves effectiveness of peer
reviews. Defects are either caught earypreempted from entering the source code baseline. As this task is
typically already being performed, it behooves us to ask what role coding standards checking could play in FACE
conformance. One reality of conforming to the FACEechnicalStandards thatensuring FACE conformant APls

are implemente a day to day task. As new functionality is addadadditional interfaces are implemented,
conformanceshould baeassessed and gaps addresgesiwe discussed previously, delayihgs exercisegcan

result in rework overhead that can be cost prohibitive.

The FACE TechnicalStandardoftenrestricts the use of certain API calls while requiring othdiise non
conformant calldisted inthe technical standaifigure 12 can be detected staticallg they are here with LDRA
TBvision, much like enforcingoding standards such as ME&RA family of standardsThough this duplicates the
CTS functionality, it can be applied during implementation prior to compilation, providing an early filter in the
conformance process.

POSIX Safety Profile Substitutions
In order to limit the amoumnt of APIs that are certified within the Safetv
APIs perform an equivalent operation. The following list details which -

4 § TunnelData:Dataln:GetData
4 % Use of banned function, variable or type.

» ctime() was substituted by ctime () ¢ Use of banned function, variable or type. : strtok

* gmtime() was substituted by gmtime _r{}
» asctime() was substituted by asctime_r(}
* localtime() was substituted by localtime_1()
» rand() was substituted by rand r()

» srand() was substituted by rand ()

» sprintfi) was substituted by snprintf{)

» strerror() was substituted by strerror_1()
» rewind()) was substituted by fseek()

» strtok() was substituted by striok ()

* setjmp() was substituted by sigsetimp(}

* longimp()) was substituted by siglongimp()

» pthread_attr_getstackaddr() was substituted by pthread_attr_getstacl
» pthread_attr_setstackaddr()) was substituted by pthread_attr_setstacl

» sigprocmask() was substituted by pthread _sigmask(}
» fdatasvnc() was substituted by fsync()

» vsprintf{) was substituted by vsnprintfi)

» printf{) was substituted by fprintf{)

» sionall) wras suhstinted hv siosct

Use of banned function, variable or type. : strtok
Use of banned function, variable or type. : strtok
Use of banned function, variable or type. : strtok

Use of banned function, variable or type. : strtok
Token = Char *)
malloc ( sizeof ( Char )

L 4
L 4
L 4
L 4

Token =
44 5 : Use of banned function, variable or type. : strtok
striok ( NULL , Sep } ;
4 ¢ png_create_png_struct
4 % Use of banned function, variable or type.
+ Use of banned function, variable or type. : setjmp

+ Use of banned function, variable or type. : longjmp
4 % Use of banned function, variable or type.

Use of banned function, variable or type. : ctime

# Use of banned function, variable or type. : va_start
+ Use of banned function, variable or type. : va_arg
# Use of banned function, variable or type. : va_end

%

Figure 12: Checking for FACE conformance using static analysis and coding standards checking.
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The FACE Conformance Verification Matrix in Practice

Similarly, checking foradherence tspecific sections of the POSIX API, ensuring that specific function signatures are
implemented correctly, enforcing use of certain language constructs, and mafteodanimplemented in coding
standards. These checks can be enforced in parallel witkisting coding standard, both at the developer desktop and
during the build phase. Automating these checks in conjunction with frequent regression against the test suite
dramatically reduce added rework later in the lifecycle.

Furthermore, statianalysis can produce reports such as data dictionaries, useddefinogon call listings, class
hierarchy, callgraphs and flowgraphs, providing additional visibility into interfaces and data types to expedite
conformance efforts

Incorporating ConformanceActivities into the DevelopmentTimeline:

As supplies start the planning process to tailor development processes for FACE conformance, typical scenarios,
risks, and questions arise. These often vary dramatically depending segment associatedtwa software

suppliets UoC An operatig system supplier will need to contend with different requirements and business model
challengedrom thoseof a PCS supplier. System integrators integrating héndy conformantUoCswith

internally developed@omponentswill face different challenges still. What is clear is that conformance activities
will typically span planning stages all the way through verification

To start with selecting the appropriate version and subset of the standard reletranstpplieds UoC(s) may be a

norttrivial task. Conditional requirements, profiles, and scope withifr &@E reference architecture should be

considered carefullyas this is essential to selecting the correct subset of FACE requirenitnoject arfacts must

be identified and mapped to the conformance artifacts required for verification via inspection. This requires an
understanding of the applicationbés functionality and s
standards. Fdnstance MILSTD-498 artifacts do vary somewhat from EX@8B/Cartifacts and as many

programs adhere to multiple standattiese conventions need to be reconciled early.

In new development, as certain artifacts are developed earlier in the lifeogyclAD, ICD) than others.é. STP

and STR), progress towards conformance is often accrued as portions of the lifecycle meet their exitanteria
instanceascritical design review(CDR) are completedarchitecture documents can be reviewed bugaims will
likely need tdbe close to test readiness revidiWRR), to include test result artifactsWith respect to the source
code itself significant steps can be takearly in the lifecycle. Ensuring the correct interfaces and types are
declaredthe correct standards are established, and infrastructure for automation is set up and managed across
developers.

As with safety and security standariss critical that internal subject matter experts are desigriateasure
conformance activities arconducted with the appropriate amount of rigor and are harmonized with other standards.
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Reporting:

The FACEConsortium has established a robust set of policies, infrastructure, and workflow to manage supplier
submittalsVerification Authority feedback, anthe FACElibrary. The specific details on how conformance

reporting artifacts should be constructed or forethtiasbeen left to the supplier.

and are not limited tdhe following:

1 Reports shouldlearly identify the factors that scope down the FACE requirements. For instance the segment
associated with the UoC and the set of conditional requirements selected should be stated

1 When the verification method requires inspection, specific referentles tmnformance artifacts and
explanations as to how the artifact verifies a requirement, should be documented. The complete conformance
artifact(s) should be provided to allow verification authorities to regeecific referenceism contextof the

entire artifact

9 Versioning, configuration control, time and date stamps, and other controls to ensure chain of custody should be

provided

The xamplereport generated from LDRABmanage(figure 13 lists the artifacts, references, the FACE

requirement text and mo(kmited due to screenshot view)

Segment : 0SS |

Suggested practices include

ReqID Req Text

\Verification Method

1.The 0SS shall provide support for partition, process, thread, and memory
FACE 0001 management functionalities in accordance with defined FACE profiles.

conformance Artifacts

Inspection

SAD, SDD

ion Status | Verified

Inspection

Documention of conformance in SAD

Tunnel_SAD.pdf :

C:\Toolsuite_Versions\953\LDRA_Workarea\Examples\Toolsuite\Tunnel_5.0\DO178\Doc
uments\Tunnel_SAD.pdf

Justification : This section describes the available partition, process, thread, and memory
management fur

Reference : See section 3, page 53, paragraph 6

Documention of conformance in SDD

Tunnel_SDD.pdf :

c:\Toolsuite_Version: LDRA_Workarea\Examples\Toolsuite\Tunnel_5.0\DO178\Doc
uments\Tunnel_SDD.pdf

Justification : This goes into detail as to the functionalities implemented for partition,
process, thread, and memory management

Reference : See Appendix A

Figure 13 FACE conformance report with conformance artifact traceability data

Theexamplereport generateftom a FACE Conformance Test Reslufigure 14 shows us the audit trail and

configuration data. Test code and testdageprovided for each testssertion executed by the test s(itaited due

to screenshot view).

FACE Conformance Test Results

—Test Configuration

‘Start Time/End Time: Sun Nov 29 12:23:05 2015/Sun Nov 29 12:23:26 2015

Test Suite Information
Tast Suite Version: Version 2.1.2

FACE Technical Standard edition: Version 2.1

Configuration File: C:\Tunne_50_w_FACEIFACEIF

21

Base Configuration Info

Q15 partition: POSIX

15 profile:
©OpenGL Configuration: : OpenGL nct vsed
language: Ct+

compiler: g+

compiler flags:

processor specific compiler flags:

linker: g+

cfg

Figure 14: FACE Conformance Test Results from execution of the FE@fformance Test Suite
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