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Executive Summary 

 

The FACE Technical Standard, the Conformance Verification Matrix (CVM), and surrounding documents provide 

detailed requirements and verification guidance to guide software suppliers through the conformance process.   This 

paper further aids practitioners through the process by exploring scenarios and practices when working with the CVM.  It 

also details how the FACE CVM can be represented within a verification management framework to establish 

traceability to conformance artifacts and tests.  The paper then examines the FACE Conformance Test Suiteôs 

configuration, regression, and artifact management, and how this may be aggregated with conformance artifacts to 

provide a complete view of conformance.  Various approaches to planning for FACE adoption, managing traceability 

and reporting are explored to provide the reader with some insight into costs and benefits to facilitate adoption of the 

standard. 

 

Topics such as utilizing coding standards and incorporating conformance activities into the development timeline are 

discussed to better leverage existing processes to ease adoption and manage risks.   Practical approaches to viewing and 

reviewing relationships across the CVM and its verification activities are provided to address challenges associated with 

day to day conformance activities. 
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Working with the FACE Conformance Verification Matrix  
 

Overview of the FACE Conformance Verification Matrix : 
 

The FACE Conformance Verification Matrix (CVM) captures the FACE Technical Standard within a spreadsheet 

and provides guidance on how each requirement in the technical standard is expected to achieve conformance.  Each 

element of the FACE Technical Standard is granulized within the spreadsheet for categorization.  These elements 

are then examined to determine whether or not they are a requirement (Y), heading (H), a figure (F), or ñnot a 

requirementò (N) (Figure 1).  Once this exercise has been completed, the FACE CVM Technical Working Group 

(TWG) reviews this data and assigns specific verification method(s), either test or inspection or both, and 

recommends conformance artifacts that should be submitted to show that the requirements are in fact verified.  

 

Figure 1: Excerpt from the Conformance Verification Matrix 
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Figure 2: FACE Reference Architecture 
 

Each requirement references one or more segments within the FACE Reference Architecture (figure 2), which 

promotes separation of concerns and reusable software components.  As a result, each requirement within the CVM 

may refer to one or more segments from the FACE Reference Architecture. 
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Figure 3: Excerpt from the FACE Conformance Verification Matrix  

 

In addition to verification method and conformance artifacts, the CVM specifies fields such as Verification Notes 

and Conditional Requirements (figure 3).  Verification notes contain commentary that aids in understanding the 

impact of the requirements text on conformance and may provide verification guidance.  The conditional 

requirements may denote that the requirement is conditional upon the design of the Unit of Conformance (UoC) or 

the associated profile (Security, Safety, General Purpose, etc.). 
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FACE CVM Verification Challenges: 
 

When working towards FACE conformance, most software suppliers will find that the FACE CVM, accompanying 

documents, and infrastructure, provides a reasonable amount of detailed guidance and mechanisms to facilitate 

conformance related activities.  Some suppliers are content working within the CVM spreadsheet, while others 

prefer to import the spreadsheet into existing tools, such as test, requirements, or application lifecycle management 

solutions.  These systems may already be in place for development and verification of functional requirements.    

Additionally, suppliers may have mature processes already in place to meet functional safety and air worthiness 

standards such as DO-178B/C, MIL STD 882E, Joint Software System Safety Engineering Handbook and others. 

 

Incorporating the CVM into existing lifecycle traceability data, does pose some challenges that can be overcome by 

addressing some basic limitations typical to a spreadsheet environment.  To begin with, the CVM does not provide 

any type of identifiers associated with each requirement.   On the verification front, the scope of traceability to 

verification artifacts (i.e. SRS, SDD, etc.) is not always clear.  The level of detail will often vary depending on scope 

of the requirement as it pertains to a UoC and its design, and how the verification artifact document(s) are written 

and granulized.   Also, the FACE Conformance Test Suite is needed to verify a large number of requirements as the 

test suite results are aggregated, and only return an overall pass/fail result.  At a glance it is difficult to tell which 

specific CVM requirements failed against a particular test suite run as the reporting is focused on the compiled 

object files that are or arenôt conformant. 

 

Some of these concerns have resulted in significant debate on how CVM verification should be approached.  

Although there have been a few different approaches, the final set of conformance artifacts and test suite results are 

typically quite similar and provide the necessary level of detail for verification authorities to confirm conformance. 
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Overview and Use of the LDRA tool suite in Examples: 
 

LDRA Technology Inc. provides software testing and analysis solutions.  The LDRA tool suite is often used to meet 

software functional safety (i.e. DO-178B/C) and security standards (i.e. CERT, CWE), often on embedded devices 

using varying tool chains and silicon.  Capabilities under static analysis include, coding standards adherence, quality 

metrics, code visualization, and data and control flow analysis.  Dynamic analysis capabilities include structural 

coverage analysis, automated unit testing, and dynamic data flow coverage.  In addition to source code analysis and 

test, LDRAôs TBmanager is a traceability, verification workflow, and test management solution that aggregates 

verification artifacts to meet various standards. 

 

In this paper, the FACE Technical Standard is instantiated within TBmanager and perspectives within TBmanager 

are used to illustrate scenarios.  The example application, a tunnel lighting system, is used to demonstrate various V-

model scenarios, and its artifacts are referenced within examples.  Though this application does not conform to the 

FACE standard, its associated requirements, source code, and tests provide context for discussion. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3.1: LDRA tool suite capabilities  
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Managing Traceability to Results and Artifacts : 
 

In the following version of the CVM spreadsheet (figure 4), unique identifiers have been added for each requirement 

in the FACE CVM.  The various columns, including FACE Segment, the requirement text, verification method, and 

others, are then imported into LDRAôs TBmanager. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 4: FACE CVM with identifiers ready for parsing into TBmanager  

 

Once the CVM itself has been instantiated within TBmanager (figure 5), the next step is to identify an approach to 

implement the verification method column.  The CVM gives the supplier three different types of verification 

methods, inspection, test, or both.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 5: CVM perspective within the TBmanager requirements grid 
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The term ñtestò in the CVM refers to the FACE Conformance Test Suite.  This test suite is configured with a 

configuration utility that is provided with the test suite.  A configuration file is saved off for a given segment with 

appropriate compiler (figure 6), object files, data model and other settings. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 6: FACE Conformance Test Suite configuration 

 

With the configuration file in place as the metadata to execute the test suite on the object files under test, it can be 

executed from the command line.  The command line calls can be encapsulated in ñExternal Tasksò from 

TBmanager to facilitate access.  External tasks allow for execution of external applications or scripts and provide a 

mechanism of capturing results.   As there may be multiple segments to check for conformance, multiple .cfg files 

can be created and invoked per segment or any other test suite settings (figure 7).  The external tasks can then be 

mapped to individual test cases that can be linked to the appropriate FACE requirements. 

 

 

Figure 7: TBmanager external tasks configuration to invoke the FACE Conformance Test Suite 
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Figure 8: Views within TBmanager illustrating FACE requirements, test suite, and conformance artifact 

relationships 

 

In this case we can see that the test suite is required to verify four requirements which map to the IOSS segment.  In 

three of these cases, the test suite is all that is required for verification of the FACE requirement.  In one of these 

cases, additional inspection is required for verification. 

 

In the figure above FACE_0033, FACE_0035, and FACE_0036 require only the test suite conformance report to 

pass.  FACE_0036 however requires inspection of the SAD and SDD in addition to passing results from the test 

suite to ensure conformance.   The next question of course is, how does one supply the conformance artifacts at the 

right granularity of traceability to properly document conformance? 

 

Linking to Conformance Artifacts:   
 

This was one of many important points of discussion in the CVM TWG.  Should the relevant identifiers and text for 

each artifact be associated with each requirement?  Should the entire document be supplied?  Should some analysis 

text be provided?   After some discussion, it was concluded that the entire document should be supplied to provide 

context.  References to the appropriate sections/identifiers within a conformance artifact document should be 

provided along with documentation describing how inspection of referenced portions verify a given FACE 

requirement.   In the figure below (figure 9), the view on the left contains a list of all the FACE requirements with 

associated ñplaceholdersò required to fulfill conformance.  These include both the conformance artifacts, the result 

and the reports from the execution of the test suite.   The placeholder list is generated from parsing the FACE CVM 

and results in dependencies that require all the placeholders to be fulfilled before the requirement can be verified. 
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Mapping and linking each conformance artifact and reference to each FACE CVM requirement requires significant 

time and effort.  This effort can be significantly reduced using the LDRA tool suite. The generated placeholders 

provide a way of simply associating all SAD placeholders with the software architecture description document.  

With a few simple operations the relevant conformance artifacts, typically around ten or less can be mapped to the 

appropriate requirements.  This of course does not reduce the analysis effort required to inspect each document and 

its elements to ensure verification, but does dramatically reduce the traceability overhead. 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 9: Mapping conformance artifacts to FACE requirements 
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Figure 10: Associating requirements, code, test, and results to be reviewed in aggregate in certain cases 

 

One important point to understand regarding the traceability to the conformance artifacts, is that in some cases 

documents may contain standalone content that can be inspected for verification.  In other cases, associated elements 

from multiple documents must be aggregated and inspected in totality.   For instance, a specific low-level requirement, 

its associated functions, and low-level or unit tests, allows the requirement to be reviewed in conjunction with its 

implementation, test case(s) and verification results (figure 10).  The proper implementation and verification of a 

functional requirement may need to be reviewed to verify a specific FACE requirement (i.e. FACE Technical Standard 

version 2.1, requirement 3.8.3.4). 

 

Once these standalone or aggregated elements and their relationships are inspected they can be documented along 

with test suite results to verify a given requirement.  That documentation should contain references to specific 

locations within the conformance artifact as well the why it contributes to verifying a given FACE requirement. 

 

Test Suite and Other Traceability Questions: 
 

The FACE Conformance Test Suite can be configured to check for conformance against any segment.  Once a 

segment and perhaps a conditional requirement is selected, the total number of requirements that are either partially 

or completely verified by the test suite, drops dramatically, in most cases to less than twenty requirements.  However 

as the results of the test suite are presented as a list of test assertions, determining which of the associated 

requirements have passed and the ones that have failed can be a challenge.  As opinions vary on the level of 

traceability granularity that is needed to perform the exercise, all options should be considered before establishing a 

traceability methodology. 
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One school of thought is to consider this from the perspective of the Verification Authorityôs (VA) stance.  Only if 

the entire test suite conformance report passes for the supplierôs UoC, has it met the conformance requirements, 

inspection conformance artifacts aside.  This approach typically requires this portion of the conformance effort to be 

both code centric and iterative.  If this effort is left to the end of the life-cycle, when non-conformant functional calls 

are discovered, various other artifacts and development phases can be impacted.  For instance, unit tests will require 

regression and vetting, traceability to low-level requirements and code will require rework, and subsequent test 

results will require additional review.  Structural coverage and coding standards reports also need to be reproduced 

for corrected API calls.  The downside of this approach is that, although increasingly greater portions of source code 

may pass the test suiteôs assertions, an incremental increase in passing requirements is not reflected.  Only when the 

entire test suite results report shows the object files under test have passed, will the associated requirements be 

passed.  This is of course provided that the inspection verification component, if one exists, have passed as well. 

This is primarily an issue for the developer as the VA is typically concerned if the entire UoC has passed. 

 

Figure 11: Traceability of test suite tests to FACE requirements 
 

In figure 11 (above left), in order for test case TS_001 to pass, all the source code for the TSS Segment must pass the test 

suite results.  Only when TS_001ôs associated test suite results completely pass does it change to a passed state and 

verify its upstream requirements.  Conversely the figure on the right (figure 11), the test suiteôs log file is parsed to 

update more granular test cases for each test assertion.  These individual test cases can be linked to individual 

requirements, often a many-to-many relationship, and as each individual test case (or test assertion) is passed, 

verification credit can be collected for the respective requirement(s). 

 

Most suppliers are likely working towards air-worthiness certification/compliance of some sort, and likely following 

DO-178B/Côs processes.   Under DO-178B/Côs methodology, low-level requirements are linked to source code.  

This approach brings up the question, should the FACE requirements themselves be mapped to source code?  This 

seems quite natural as most FACE requirements can quite naturally be associated with very specific source code 

files and functions. 

 

As with linking test assertions to requirements, linking FACE requirements to code, is not required or explicitly 

recommended by the standard.  Establishing and maintaining this level of traceability may provide more accurate 

progress status, aid in review and analysis, or even improve conformance workflow.  Each program and project must 

assess the benefits and costs associated with their traceability investment to determine the most productive approach. 
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Utilizing Coding Standards and Static Analysis: 
 

Automating coding standards checking has become commonplace for a number of reasons.  Not only does this 

automate a time consuming objective of DO-178B/C and similar standards, but it improves effectiveness of peer 

reviews.  Defects are either caught early or preempted from entering the source code baseline.   As this task is 

typically already being performed, it behooves us to ask what role coding standards checking could play in FACE 

conformance.   One reality of conforming to the FACE Technical Standard is that ensuring FACE conformant APIs 

are implemented is a day to day task.  As new functionality is added and additional interfaces are implemented, 

conformance should be reassessed and gaps addressed.  As we discussed previously, delaying this exercise, can 

result in rework overhead that can be cost prohibitive. 

 

The FACE Technical Standard often restricts the use of certain API calls while requiring others.  The non-

conformant calls listed in the technical standard (figure 12) can be detected statically as they are here with LDRA 

TBvision, much like enforcing coding standards such as the MISRA family of standards.  Though this duplicates the 

CTS functionality, it can be applied during implementation prior to compilation, providing an early filter in the 

conformance process. 

 

Figure 12: Checking for FACE conformance using static analysis and coding standards checking. 
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Similarly, checking for adherence to specific sections of the POSIX API, ensuring that specific function signatures are 

implemented correctly, enforcing use of certain language constructs, and more can also be implemented in coding 

standards.  These checks can be enforced in parallel with an existing coding standard, both at the developer desktop and 

during the build phase.  Automating these checks in conjunction with frequent regression against the test suite, can 

dramatically reduce added rework later in the lifecycle. 

 

Furthermore, static analysis can produce reports such as data dictionaries, user defined function call listings, class 

hierarchy, callgraphs and flowgraphs, providing additional visibility into interfaces and data types to expedite 

conformance efforts. 

 

Incorporating Conformance Activities into the Development Timeline: 
 

As suppliers start the planning process to tailor development processes for FACE conformance, typical scenarios, 

risks, and questions arise.  These often vary dramatically depending on the segment associated with a software 

supplierôs UoC.  An operating system supplier will need to contend with different requirements and business model 

challenges from those of a PCS supplier.   System integrators integrating third-party conformant UoCs with 

internally developed components, will face different challenges still.   What is clear is that conformance activities 

will typically span planning stages all the way through verification. 

 

To start with, selecting the appropriate version and subset of the standard relevant to the supplierôs UoC(s) may be a 

non-trivial task.  Conditional requirements, profiles, and scope within the FACE reference architecture should be 

considered carefully, as this is essential to selecting the correct subset of FACE requirements.   Project artifacts must 

be identified and mapped to the conformance artifacts required for verification via inspection.  This requires an 

understanding of the applicationôs functionality and scope, as well as conventions followed by safety and security 

standards.  For instance MIL-STD-498 artifacts do vary somewhat from DO-178B/C artifacts, and as many 

programs adhere to multiple standards, these conventions need to be reconciled early. 

 

In new development, as certain artifacts are developed earlier in the lifecycle (i.e. SAD, ICD) than others (i.e. STP 

and STR), progress towards conformance is often accrued as portions of the lifecycle meet their exit criteria.  For 

instance, as critical design reviews (CDR) are completed, architecture documents can be reviewed but programs will 

likely need to be close to test readiness reviews (TRR), to include test result artifacts.   With respect to the source 

code itself, significant steps can be taken early in the lifecycle.  Ensuring the correct interfaces and types are 

declared, the correct standards are established, and infrastructure for automation is set up and managed across 

developers. 

 

As with safety and security standards, it is critical that internal subject matter experts are designated to ensure 

conformance activities are conducted with the appropriate amount of rigor and are harmonized with other standards. 
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Reporting: 
 

The FACE Consortium has established a robust set of policies, infrastructure, and workflow to manage supplier 

submittals, Verification Authority feedback, and the FACE library.  The specific details on how conformance 

reporting artifacts should be constructed or formatted, has been left to the supplier.   Suggested practices include, 

and are not limited to, the following: 

 

¶ Reports should clearly identify the factors that scope down the FACE requirements.  For instance the segment 

associated with the UoC and the set of conditional requirements selected should be stated 

¶ When the verification method requires inspection, specific references to the conformance artifacts and 

explanations as to how the artifact verifies a requirement, should be documented.  The complete conformance 

artifact(s) should be provided to allow verification authorities to review specific references in context of the 

entire artifact 

¶ Versioning, configuration control, time and date stamps, and other controls to ensure chain of custody should be 

provided 

 

The example report generated from LDRA TBmanager (figure 13) lists the artifacts, references, the FACE 

requirement text and more (limited due to screenshot view). 

 

 

 

 

 

  

 

 

 

 

 

 

Figure 13: FACE conformance report with conformance artifact traceability data 

 

The example report generated from a FACE Conformance Test Results (figure 14) shows us the audit trail and 

configuration data.  Test code and test logs are provided for each test assertion executed by the test suite (limited due 

to screenshot view). 

 

 

Figure 14: FACE Conformance Test Results from execution of the FACE Conformance Test Suite 

 

 








